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Kyriba is proud to underwrite the latest Treasury in Practice (TIP) guide, Navigating KYC Compliance.

KYC has increased in importance as regulatory compliance and internal governance converge.
Know your customer has become an exercise in knowing your data, requiring treasury teams to have
complete visibility and control over their processes and workflows.

KYC requirements now extend across the range of treasury operations, including bank account
mMmanagement, payments, investing and borrowing, foreign exchange and interest rate contracts,
and supplier financing programs. Standardization and digitization of these processes within treasury
mMmanagement systems can help ease the burden of compliance and data management.

This guide offers excellent insight into the expansive requirements and best practices to support KYC
requirement so treasury teams can construct exhaustive checklists ensuring that all parties and data
in a transaction are identified, categorized and documented.

Key tips and tricks offered in this guide include:

« Understanding each of your banks’ requirements; they are likely different
» Verifying the identity of customers - and suppliers

» Tracking all compliance requests

* Leveraging software to enable standardized and repeatable processes

* Integrating sanctions list screening into your payment processes

» Digitizing your payments workflows

» Ensuring processes are fully auditable

Kyriba is a proud sponsor of the AFP Treasury in Practice series so that CFOs and treasurers are
better informed and can reduce the risk of fraud and cybercrime. Please enjoy this guide.

Best regards,

Bob Stark
Global Head of Market Strategy
Kyriba

3 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance © 2021 Association for Financial Professionals - All rights reserved
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INTRODUCTION

Companies sit at the heart of multiple
networks, engaging with different partners,
customers and suppliers for a range of
activities, all central to the business. And,
because these all involve some form of
financial transaction, each party to each
transaction has to know who it is doing
business with. Three factors in particular
have led to a growth in know your customer
(KYC) requirements on companies, whether
in response to bank requests or to verify the
identities of suppliers and customers.

First, the switch from paper-based payments
to electronic payments has shortened
settlement cycles, making it more important
than ever for organizations to know the
identity of their counterparties. Second,
governments have become more concerned
with taking steps to prevent the laundering
of the proceeds of crime, which has placed
a greater onus on organizations to be

able to demonstrate that they know who
they are doing business with. Finally, an
increase in the various forms of cyber risk
has incentivized companies to gain greater
visibility of their partners along the financial
supply chain.

This guide outlines the two sides of the
constant KYC process, identifies the key
areas of concern to be managed, and
provides some tools to help treasurers make
what is generally a cumbersome process
more efficient.

AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance
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THE CONSTANT KYC PROCESS

Companies have to meet KYC requirements in two
broad ways: they must comply with their banks’
requirements, and they need to verify the identity of
their own suppliers and customers.

BANKS

For corporate treasury practitioners, compliance with
banks’ various KYC processes has become an ever
more burdensome task. All banks have a two-phase
KYC process, which begins with an onboarding phase,
completed when a company wants to enter into a
new bank relationship, or when it wants open bank
accounts in the name of a new entity.

Once signed up as a bank’s customer, a company
will then have to undergo periodic KYC reviews,
sometimes on an annual basis. This will generally
require the company to confirm or update any data
provided initially (or during a previous review) and to
replace any expired data.

SUPPLIERS (AND CUSTOMERS)

Companies also have to know their own suppliers and
customers for two key reasons.

5 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance

Companies need to meet their own obligations.
Over recent years, the threat posed by cyberrisk,
notably business email compromise (BEC) scams,
has grown. Companies need to know that they are
using the correct settlement instructions to ensure
payment reaches the required destination and take
action to minimize the risk of payment security being
compromised.

Companies need to ensure that they are not
paying an entity or individual subject to economic
sanctions, or receiving payment in breach of
anti-money laundering regulations. Companies
may be able to rely on their banks to protect
against payments being sent to a prohibited entity,
especially with respect to domestic payments.
However, it may be more complicated if companies
are routing payment through third-party banks (e.g.,
sanctions are applied by governments differently) or
through a specialist payment provider (rather than
a bank), particularly if payment is being made on a
cross-border basis. Some companies will also have
to perform due diligence on their own customers

to ensure compliance with anti-money laundering
regulations.

© 2021 Association for Financial Professionals - All rights reserved
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COPING WITH BANK KYC REQUIREMENTS

For many treasurers, it is the management of bank-
originated KYC requirements that represents the
biggest headache.

BANK ISSUES

The basic problem is that each bank’s KYC process

is based on its own interpretation of the rules in the
jurisdiction in which it is regulated. To add further
complication, banks in the same location can be
subject to different regulators. This is because
branches of a bank are generally regulated in the
same way as the head office, whereas subsidiaries (as
separate legal entities) are subject to the rules of the
jurisdiction in which they are established.

1. Different requirements

This difference in interpretation means that each
pbank has its own process. A lot of the information
required in any location is the same (e.g., entity name,
corporate structure), but the forms each bank asks
its clients to complete are slightly different. Some
banks’ requests may also prove problematic for the
complying treasury officer (e.g., if the bank asks for
certain pieces of personal data or for overly detailed
financial information, especially if it is not in the
public domain). More generally, the slight differences
in requirements mean that even an experienced
corporate practitioner will not be confident that all
information has been provided.

6 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance

“Our problem with KYC is that banks cannot
provide a full list of their requirements
upfront. They ask for some initial
information, but then keep coming back
with more questions. Some of the requests
are unnecessary - it is publicly available, or
it is for a director’s personal data.”
—Assistant Treasurer, Global Packaging
Company.

2. Different update schedules

Similar issues arise when banks review their original,
and any subseqguent, KYC assessments. Each bank
has its own KYC update schedule, in terms of both
how frequently reviews are conducted (annually

or less frequently) and the time of year the review

is conducted (it may be on the anniversary of

the original assessment or at some other time).
Differences in banks’ schedules can mean companies
are dealing with almost constant requests for some
KYC material, especially if they have multiple entities,
multiple bank partners and/or operate in multiple
jurisdictions. Again, the lack of standardization of
process and harmonization of requirements makes it
difficult for treasurers to manage KYC requirements
efficiently.

© 2021 Association for Financial Professionals - All rights reserved



3. No end in sight

Banks are unlikely to change their approach any time
soon. Each bank has designed its own KYC process
to demonstrate to regulators that they are compliant
with the rules. Banks are acutely aware of regulatory
action taken against their peers and the financial

and reputational consequences if they are found

to be in breach. Banks may also be concerned that
developing a harmonized process would make life
easier for criminals and fraudsters to deceive their
KYC processes. Plus, there is no financial incentive
for banks to harmonize their requirements. Although
compliance is costly — for both bank and client — no
bank has a competitive advantage, and all clients

are faced with accepting the costs. Until any of this
changes, KYC requirements will remain complex.

CORPORATE ISSUES

From the corporate perspective, complying with bank

KYC requests is simply another cost of doing business.

There is no potential added value for compliance,
just the potential downside of a drawn-out process
of establishing a new relationship or maintaining an
existing one.

All treasurers want to minimize the impact of KYC
but doing so can be incredibly difficult, especially
for multinational corporations with multiple group
entities. In addition to managing the KYC process
itself, there are some key issues that treasurers have
to manage.

1. Choice of bank(s)

Bank selection is typically made based on factors
other than KYC and, in some locations, companies
may have limited options, which could result in
onerous KYC requirements to open bank accounts.
That said, where a company has a choice, KYC
requirements can be a factor considered as part of
the process.

2. Control of company data

Banks may ask for a range of information. For publicly
held companies, much of the data will be in the public
domain (e.g,, financial statements and company
ownership structure). For privately held companies,
retaining control of company financial and ownership
data may be an issue.

company.

MANAGING KYC FOR A PRIVATELY HELD COMPANY

A privately held company typically faces more stringent KYC tests than a publicly held peer
organization. This is largely because public companies usually only have to provide information up to
the registered company level; banks have no need to investigate the shareholder register of a public

By contrast, banks’ KYC requirements of privately held companies are much more intrusive. They will ask
for KYC information on the ultimate beneficiaries of privately held companies, even in circumstances in
which the beneficiaries have no involvement in the management of the firm.

For Tara Herrera, Vice President, Treasurer, of Related, this makes managing KYC requirements a

very time-consuming task. “As a real estate company, our corporate ownership is a complex, layered
structure, with a mix of limited partnerships and limited liability companies. Having to provide certified
documentation for every ownership level (which is then recertified every three years) is onerous.”

Moreover, if the beneficial ownership of a private company consists of individuals and/or trusts, banks
will ask the client to provide additional information such as social security numbers, dates of birth, trust
agreements, information on beneficiaries and, for non-US banks, address verification documentation

of those individuals. This is information is not often readily available in-house and treasury is reliant on
third parties to provide this additional documentation.

7  AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance
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3. Control of personal data

Also, as banks increase the level of detailed
information they require, treasurers have to be
increasingly wary when they respond, especially to
requests for officers’ personal information.

“One concern we have is the FINCEN
requirement that the controlling person
on an account has to provide their social
security number. We complete forms by
hand and send them by courier to the bank.
We don’t want to send this information
via email or hold it on any shared drive,
because we are concerned about data
security and the level of encryption we
would need to protect that data.”
—Treasurer, U.S. Manufacturing Company.

4. Managing specific local regulations

In addition to meeting banks’ requests for information,
treasurers may also need to complete and return specific
documents to comply with specific local regulations.
These would be the equivalent of forms such as the U.S.
IRS forms W8 and W9. While treasurers may not have
a choice of whether to complete a particular form, it is
important that they read through the form, understand
fully what information is required and, critically,

understand any potential penalties for compiling the
forms incorrectly and how to reverse any errors.

MANAGING THE PROBLEMS

Treasurers can take steps that can help to reduce the
time and cost of compliance, which can be important
when managing multiple relationships.

1. Manage your bank relationships

The easiest way to reduce your KYC compliance
costs is to reduce your bank relationships. Consider
whether it is realistic to reduce the number of bank
relationships, including using an existing bank to
support a new venture or an expansion into a new
territory. Keep in mind there may good reasons for
not doing so, such as a concentration of operational
risk and reduced access to services and credit.

2. Try to understand each bank’s requirements

When you start working with a new bank, speak with
their document specialists as soon as you can to try to
understand their process and specific requirements. This
will help manage the KYC process, and also help you
anticipate how long it will take to open bank accounts, etc.

Given the sensitivity of some information, it can be
helpful to set limits on what you are prepared to
provide. If requested information exceeds that limit,
either for company or personal privacy reasons, ask
the bank to justify why it needs it (e.g., proof that
local legislation requires disclosure).

UNDERSTAND YOUR BANK TO STREAMLINE KYC

Real estate companies tend to have a lot of legal entities and bank accounts, which makes KYC

compliance a complex task. The assistant treasurer in one real estate company finds it “advantageous
to work with a bank that can simplify the process.” Understanding how the bank is structured is key,
as branches are usually regulated by the headguarter bank’s regulator, while subsidiaries tend to be
regulated by the local regulator.

There are advantages to both. With a branch structure, especially of the bank is regulated by the Fed, the
KYC process tends to be easier. Howevery, if a jurisdiction is particularly challenging, then a locally regulated
bank may have a more detailed understanding of the requirements than a global bank. A local bank will also
be able to make decisions more quickly, as it won’'t have to defer to the global head office.

It is valuable to understand every new bank’s KYC requirements. “We will try to meet the people in the
bank’s back office who will do the work. Do they speak English, and are they properly resourced and
trained? Do they understand my business structure, which will help them make meaningful document
requests? We have found it has always been useful to visit banks. In some cases, our due diligence of
our banks has made the difference between success and failure.”

8 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance
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3. Know your data

Try to reduce the time taken to collate data and
consider ways to streamline the data you need

to provide. One U.S.-based company has worked

to consolidate its list of authorized signatories to
minimize the number of people who need to be asked
to supply information.

Record the data you have and where to source
updates. Can you consolidate the data you expect

to have to share with banks, especially as much of

it is common across all banks? There are software
solutions available that allow you to upload data and
then invite your banks to access it, thereby helping
to smooth the process. Some charge banks to access
information provided by companies (e.g., SWIFT KYC
Registry), while others charge companies to use the
platform (e.g., U-Reg).

To date, no platform has a critical volume of either

corporate or bank users, meaning most companies
using software have to use other methods too.

4. Track your compliance requests and
responses

If you don’t use a specialist software solution, keep
records of what information has been requested

by each bank, when it was requested and when

a response was sent. Try to get banks to source
information already in the public domain for
themselves. Ensure data is submitted in a secure way.

5. Try to anticipate update requests from
banks

If you have multiple bank relationships, determine
whether it is possible to combine the collation of
data into one process, rather than responding to each
request as it comes in.

REDUCING BUREAUCRACY IN KYC

Bechtel is a construction company that operates in a lot of countries, and often in remote areas,
which means Elizabeth Abrams, Treasury Director, Cash Management, may only have a choice of one

or two banks.

“The KYC process is managed centrally by the treasury cash management team. We track all requests
and attempt to provide standardized the responses. There are cases where we have a single entity
with bank accounts in multiple countries with one main bank. The local bank branches will request
KYC information on the entity, resulting in multiple KYC requests for one entity. By tracking the KYC
requests, we can refer the bank back to their internal KYC department to obtain the information that

was already provided.”

Abrams is also trying to get all the main banks to submit all their annual update requests at the same
time. “Instead of dealing with one request a week, we are approaching our banks and asking them to

provide an annual KYC needs list.”

9 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance
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USING SOFTWARE TO MANAGE KYC

Apparel company, PVH Corp., has been using SWIFT’s KYC Registry to manage their flow of data
with banks for over a year. As a SWIFT client, the on-boarding of the KYC product was seamless. The
process to upload information and share with selected banking partners is easy to manage. PVH is
gradually adding more data and entities and hoping that more banks will use the portal to access KYC
documents.

So far, the process has been working well. “The product meets all of our requirements for KYC,” said
Jenifer Herdin, Vice President, Corporate Treasury, PVH Corp. “There was an initial onboarding but,
as we already had the integration point and the contract, connecting to the Registry was simple. The
SWIFT KYC Registry tool is easy to navigate and to upload documents.”

Despite the smooth adoption of the solution, Herdin feels the KYC process is very laborious due to the
lack of standardization across financial institutions, and would prefer that more banks participate in
SWIFT KYC, rather than relying on their individual processes.

THIRD-PARTY TECHNOLOGY SOLUTIONS

Technology solutions are available to help treasurers to manage both sides of the KYC process — the
interaction with banks and the scrutiny of suppliers and customers.

To ease the interaction with banks, there are some third-party registries or repositories that collate,
check and store the various documents that banks require during their KYC process. The solutions

are designed to give the organization uploading the documents control over which documents each
counterparty can access. Documents are stored with an expiration date, which prompts the organization
to update the provided information. The use of a registry minimizes the use of email to transfer
documents and relies on the security features of the registry’s database to protect the uploaded
documentation. Two pricing models exist: either the banks pay to access data, or companies pay the
registry to secure and manage access to that data.

There are two broad categories of solutions that support companies in controlling their interactions
with suppliers and customers. The first type of solution supports the identification of suppliers

and customers, for example, by verifying information provided by a prospective supplier, so that
organizations know who they are doing business with.

The second type of solution screens payments to protect against potential breaches of economic
sanctions. These can be integrated into a treasury management system or provided via a payment
aggregation service, that sits between treasury management and/or ERP systems and banks. Screening
services will screen payment files for potential breaches of sanctions against OFAC (and similar) lists.
Banks also have their own internal screening processes, which should flag potential breaches.

10 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance © 2021 Association for Financial Professionals - All rights reserved
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KNOW YOUR SUPPLIERS AND CUSTOMERS

Just as banks have to perform KYC on their corporate
customers, companies have to assess their suppliers
and customers. Such checks provide critical
protection against the risk of financial loss as a result
of fraud or counterparty failure. They also help to
enhance payment processing efficiency, for example
by ensuring beneficiary details are accurate thereby
minimizing the chance of exceptions. Performing due
diligence on suppliers and customers is also a key
protection against regulatory action for breaches of
economic sanctions or money laundering and the
conseqguent reputational risk.

RISKS

There are four broad risks companies face if they do
not have appropriate knowledge of their counterparties
and control over payments between them.

1. Financial loss

When remitting payments, treasury or accounts payable
need to establish they are being sent to the correct bank
account. If payments to suppliers go astray, companies
may suffer financial loss from a lost payment, or as a
result of a supply chain disruption.

With the greater use of electronic payments globally,
including real-time or instant payments, criminals can
also quickly take control of wrongly routed payments
(e.g., as a result of BEC scams or similar), meaning
some errors may not be recoverable, even with the
support of the bank.

2. Breach of sanctions

Many jurisdictions apply economic sanctions on
named individuals and entities, which can include a
prohibition on doing business with those named. In the

T AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance

U.S., OFAC publishes lists of individuals and entities
subject to economic sanctions and takes action against
organizations that breach those sanctions.

Keep in mind that other countries will have different lists, so
a payment from one country to a particular entity may
be legal, but not permitted from the U.S. or vice versa.
This can be an issue for multinational organizations with
multiple payment processing centers.

3. Breach of anti-money laundering
regulations

Countries also have anti-money laundering regulations
that require some organizations to report certain
receipts, such as cash payments with a value above
$10,000, to help reduce and prevent incidences of
money laundering. For most organizations, banks may
report transactions on behalf of their clients, although
some organizations may have to report directly.

4. Reputational risk

In addition to any regulatory risk, which includes
potential financial penalties and personal penal
sentences, being found to be acting either carelessly
or illegally when making or receiving payments also
carries a significant reputation risk for the companies
concerned.

SOLUTIONS

There are steps companies can take to minimize the
risks associated with outgoing payments.

1. Support the procurement process

Much of the assessment relating to suppliers’ identity
comes at the beginning of the procurement process,

© 2021 Association for Financial Professionals - All rights reserved



prior to contracts being signed. There are two broad
approaches when onboarding a new supplier. One is
to set up a vendor database, populated with tax ID,
address, etc., the other is to ask vendors to send their
data and then verify that it is accurate. The balance
is how much to trust the information provided and
how much to validate. How much can you rely on the
data? If the counterparty is a company, it is relatively
straightforward: Get the tax ID and then verify the
information via a third-party solution. For individuals,
it is more complex because it requires getting
passport images, which are much more difficult and
time-consuming to verify.

While procurement may lead this assessment,
including any credit checks, treasury and finance
will want to ensure accurate and verified settlement
instructions are in place before any payments are
issued.

One U.S.- manufacturer has implemented
a third-party solution to support its
accounts payable. When onboarding a
new supplier, the company starts by asking
for an IRS W8 or W9 form to ensure the
supplier is legitimate. This information is
then validated in the third-party software
against OFAC sanctions screening.

2. Keep full and accurate records

Companies should maintain accurate records of
suppliers, etc., to ensure any queries, whether from
their bank or the relevant regulator, can be resolved
appropriately. Payment files contain only generic
information, but none of the information that
distinguishes the person, such as address or date

of birth, so you can properly identify people when
challenged by the bank. Make sure you capture this
information as part of the KYC process to allow bank
challenges to be addressed.

Digital and crypto payments carry more risk than
more established payment methods. Try to establish
how the crypto wallet managers manage their data,
including how they know regular users.

3. Check sanctions lists

Before any payments are made, companies should
check the denied party lists (e.g., OFAC lists for

12 AFP TREASURY IN PRACTICE GUIDE: Navigating KYC Compliance

sanctions) to ensure the payment is not restricted.
Maintain a list in each country in which you are
operating. It is important to collect the data in the
same language in which the list is produced to ease
comparison. Chinese character sets can present a
particular problem.

There are two approaches: check the list against your
database, or check it against each transaction. There
will be more hits against a database, but it will be
easier to clean over time. Either way, it is important
to make your own checks, rather than just rely on the
banks.

If a match is made, the payment should not be
authorized until further investigations have been carried
out, for example, to identify whether the person or
entity that triggered the match is the same as the
identity of the intended beneficiary. Keep in mind that
the OFAC and other lists are constantly updated, and
that there are third-party providers that can provide
access to the most up to date lists.

4. Have a clear payments procedure

Having clear procedures for managing payments will
help minimize the risk of operational errors, such as a
breach of sanctions, falling victim to a BEC or similar
scam, or failure to have a clear trail of actions in the
event of audit by a regulatory authority.

Companies should also ensure any changes to a
supplier’s settlement instructions are separately
confirmed prior to any future payments being made.

“If we receive a request to alter the bank
details of a party we pay electronically,
we have a separate process to confirm
the change. We phone a contact at the
company (a different person from the one
who requested the change) to confirm
the change. This is meant to prevent
spoofing emails or scenarios in which the
email system has been compromised.”
—Treasurer, Global Retailer.

5. Keep reviewing your processes

Keep trying to improve your processes. Review them
to identify any weaknesses and nuances, and update
them so they are more complex and resilient.

© 2021 Association for Financial Professionals - All rights reserved



TAKEAWAYS

MANAGING BANK KYC
REQUIREMENTS

Managing bank KYC requirements can be
time-consuming because each bank has its own
interpretation of the rules in the jurisdiction in which
it is regulated. Corporate treasurers recognize that
banks have to perform KYC checks, but want to
manage banks’ requirements as efficiently as possible,
while retaining control over company and personal
data. Here are some actions you can take to improve
efficiency:

* Manage bank relationships.

e Try to understand each bank’s requirements, and
push back if a bank asks for too much information.

 Know your data; streamline the data you need
to provide, if you can, and record that data and
identify how to update it.

* Track your compliance requests and responses;
if a bank asks for information you have already
provided, get them to check their records.

* Try to anticipate update requests from your banks
by understanding their update schedules, and
consolidate responses where possible.
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KNOWING YOUR OWN CUSTOMERS
AND SUPPLIERS

Companies need to know their own customers and
suppliers, not least of all as a critical protection
against the risk of financial loss. Performing due
diligence on them is also a key protection against
regulatory action for breaches of economic sanctions
or money laundering and the consequent reputational
risk. Having clear processes in place can help reduce
risk and enhance efficiency.

The critical steps treasury and finance can take are:

* Support the procurement process, and know that
verified settlement instructions are in place before
any payments are due to be made.

* Keep full and accurate records of all KYC
assessments so that queries from banks and other
parties can be resolved quickly.

» Check sanctions lists prior to payments being
released.

* Have a clear payments procedure that covers all
operational issues including how to verify changed
settlement instructions. This will help to protect
against risks of fraud, such as BEC scams, and a
breach of sanctions.

* Constantly review your processes to try to improve
them and make them more resilient.
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